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Abstract: 
 
The thesis deals with some open-ended issues in quantum key distribution and enriches the 
literature by incorporating a thorough mathematical framework considering some attacking 
methodologies in that domain. 
 
The objective is to establish a secret key between two distant parties while allowing them to 
detect any possible intervention from a third party to learn the communication. Unlike classical 
cryptography, a quantum communication gets perturbed whenever an intruder tries to learn it. 
Quantum mechanics allows the legitimate parties to estimate the level of disturbance 
introduced. More learning by a third party inculcates more error in the channel. Crossing a 
threshold error does not allow further reconciliation process and enforces to abort the session. 
The maximum that an attacker can learn within that threshold is known in the literature, but 
the various ways it could be achieved are not studied in detail. We took that opportunity to 
delve into. 
 
We studied the optimal eavesdropping techniques thoroughly and figured out all possible ways 
to snoop the channel in that attack model. Firstly, we attempted to characterize exhaustively 
the optimal states that an attacker can arrive after an interaction. Further, the analysis was 
done in a more profound way to achieve such states as part of a chain of necessary and 
sufficient conditions. This ensures that the various optimal states found actually exhausts the 
entire population. One such necessary and sufficient condition involves the attackers Hilbert 
space only unlike an earlier condition involving the joint Hilbert space, and depicts the 
geometry of the optimal state-space while establishing more explicit connections to other 



learning tools in that domain. Once the population of optimal states are exhausted, we consider 
an earlier unaddressed side viz. to exhaustively find the optimal unitary evolutions which in 
turn gets used by an eavesdropper to practically mount an attack. It is worthy to mention here 
that unlike the extant literature the optimal states that we exhausted are expressed in an 
arbitrary measurement basis, and thereby, characterizing the optimal unitary evolutions in 
terms of that arbitrary basis is indeed a challenge. 
 
Further, we tried to explore some generalized attack models where an intruder tries to learn 
more than one qubit at a time. The process goes complex in terms of the number of parameters 
to express the optimal unitary, and I had to abandon deep work due to lack of manpower to 
assist on an ad-hoc basis. We also addressed some of the post-processing aspects not found in 
the literature with that clarity and determined the final key-rate for the whole population of 
optimal states. We have concluded the research work by addressing the motivations behind 
choosing the problems, and further scopes for the researchers.   
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